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To,
All Alternative Investment Funds (AlFs)

All Bankers to an Issue (BTI) and Self-Certified
Syndicate Banks (SCSBs)

All Clearing Corporations
All Collective Investment Schemes (CIS)

All Credit Rating Agencies (CRAs)
All Custodians

All Debenture Trustees (DTs)

All Depositories

All Designated Depository Participants (DDPs)

All Depository
Depositories

Participants through

All Investment Advisors (lAs) / Research
Analysts (RAs)

All KYC Registration Agencies (KRAs)

All Merchant Bankers (MBs)

All Mutual Funds (MFs)/ Asset Management
Companies (AMCs)

All Portfolio Managers

All Registrar to an Issue and Share Transfer
Agents (RTAs)

All Stock Brokers through Exchanges
All Stock Exchanges
All Venture Capital Funds (VCFs)

BSE Limited (Investment Adviser
Administration and supervisory body IAASB)

BSE Limited (Research Analysts Administration
and supervisory body-RAASB)
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HRICT/HRICT, Sir/ Madam,
Ry wzay_gHal A geanst @ IRy Subject: Alignment  of SEBI's  Cyber
& & QT g9w v tH & 9T Incident Reporting Portal with

(azR_sfde Ruifér oée) & ara
BRR BRE & HTER ATHRT 3 A
YY1 FIAT

1. NN TR (RFARET Ade) 7 dastied
ST RE oot & 39 W @R W &,
38 ATY-ATY ABX gHAT $I GCATIH
& arerg it gedt ST Wr § AR 3
AT FAX AT 37 GTATHT T IHSATH
s RImT 5= R & | 30 g Yer @
® TR & AT Fd fAuea 3R =R
SIGIR T T gaedr A GRam # AR
q&dl e & 32T & Tg o™ ¢
3H g T "eanisit fr waF 9 a &
SeTeh! SITThIY & &7 ST, dlfeh STl dolg
Y 8 Hehal dlel hdlel I S ol ST
wH AR arr & guaT & foere @ 3R
& S fhT 57 a9 |

2. § A G § & DTEHIRTH. &
e % Annexure-O (B: Guidelines on
Handling Cybersecurity Incidents) &
AT gAAT Y HeaAsit f AThRY S
& Hey A feenfady sl e g
Sah  IqarR a@d & e
(Fegeredl) R # 37Tt arelr welt vfefeat
& fav @g faard fham gam & &% 9
AT gHAl T et T SAThRr 6
g & iR 3@ $FAa W &
mkt_incidents@sebi.gov.in 3R @ &
24 "t & MR A & SRse Raiféar
9ce” W E |

I5 H. 2 (F T 4)

. SEBI has

FIRE format

1. With the rapid pace of technological

developments in securities market, the
frequency and sophistication of cyber
incidents are also on the rise. To
proactively address these evolving
threats and ensure the security of
securities market ecosystem, prompt
reporting of these incidents are crucial
to contain the attack, implement
mitigation measures and strengthen

defences.

already  prescribed
guidelines for reporting of cyber
under

incidents Annexure-O (B:

Guidelines on Handling
Cybersecurity Incidents) of CSCRF
framework, @ mandating that all
regulated entities report cyber incident
through mkt _incidents@sebi.gov.in
within 6 hours and SEBI Incident

Reporting Portal within 24 hours.
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Fr gfehar & IR dga T = & 3T
¥, AN A 3 $fAse Nféer e &
Jed BRR  WiHe [ BEaAREd
wefafady a5 (vw.oa.a.) garr Aufa
T I ] & AR SRR &
SYIEAT F G & | T BT & dgd
STTRY oY T cgger R SR & TS
g, HifF 39 TF & I Hles W T
g, T & ol g AuiRa & &
7% 8, AR EseER gt H aeanst H
SR Jgol o @ @ & Sl oA 39
e fov Fo a9 Fuifa & R o
g, a8 & 319 39 gefievor st @gr
BIATE | Y I WG 9T I GTCam
& ArgeR gaell i geAt Fel-Fel g
IR Fre-fea 2ur & gg, arfs am A
Il SgeR al & Fr o TH |

. 39 GIEH W IS gH I TeaATHT @
STRRT 3T g R X aal geft | Th
ar & 38 A, 5w e Tt agat
AN &Y "o T s A 3R R
38 916 30 W HE SI9-519 $S g1 de-
as ff SASRT | e gen, AR ag
% AT I @ gl SId deh 3HFT
g o fa%he ST | I cgaEdr safav
& ST @Y & FifF AEET gHe A aer
N 9 a7 s Aadr §, 39 g5
|9 FO ggl ¥ TaT QT grl |

. @ & fafaamees (egeredl) ey #F ame
arelr tRefedt & fov gg S g &6 @
TGS e I TTa31 I SRR Jer
& ‘@R sfase Nuifésr Wca” & sRw
(https://siportal.sebi.gov.in T @IfalT
wF) & | a & s (Egered)
g #H 3 arelr uRefedt & v Ig

I3 H. 3 (FT T 4)

3. "iEe gHel Fr gearst &1 ey ¢ 3. In order to streamline the reporting of

cyber incidents, SEBI has aligned its
Incident Reporting Portal with “Format
for Incident Reporting Exchange
(FIRE)”
Financial Stability Board (FSB). FIRE
enables a structured incident reporting

Framework developed by

by defining common information fields,
standardized definitions, and
consistent classification of incident
attributes promoting harmonisation

across sectors or jurisdictions.

. The portal will facilitate reporting of

incidents in stages to reflect incident
life cycle from initial reporting to
intermediate updates and final closure,
while acknowledging that certain
information may not be available at the

time of initial reporting.

. Regulated Entities (REs) shall report

cyber incidents through the Cyber
Incident Reporting Portal of SEBI
which can be accessed by logging into

https://siportal.sebi.gov.in. Regulated

Entities are required to take necessary
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S ¢ 6 3 3@ aRuT (FFR) F
YTl Y AT F o F AT g ST/
TOGEYT N | 38+ folv, §aAd I19-
dier, et ik Rfs egpee),
e FS g, F T seang o fFw S|

. 50 IRTT (FFeR) & TY-[A d F
oy ot (@) W (R A
e AR dER gHEl d fAved @
&THAT & ofd & TeY A I fRr v
qRuT 3t enfAe §] 3R &« qanr 91
A AG-9AT W fFU I arer 393 W
o 3raeg A foRar ST |

. Fg IRUT (FFeR) wRA wfasfa 3R
Rfawg g 3fafAgs, 1992 @6 vae,
1992) #r arr 11(1) [ RFIRES
Arhe # A9 FXa arel gt & Rt
o wr WA AR RERET A &
f@ra & Jerar ¢ 3R 38 RAfauf@Aa
(FTgele) e & HWafOd ] & dgd Tl
g AfFFEt F g WA gu S
T ST WwWT & |

. g IRUT FETH TIRRY A Foy & s 8

frar sT wWr ¢ |

. g Ry @{Er  H JEase 9.

(www.sebi.gov.in) W 3 ¥l &
3icder feam gam §: ‘el gt - aRua
I

TG H. 4 (F T 4)

steps to put in place systems for
implementation of the circular,
including necessary amendments to
the relevant bye-laws, rules and

regulations, if any.

. This circular should be read in

conjunction with the applicable SEBI
circulars (including but not limited to
Cybersecurity and Cyber Resilience
framework) and any subsequent
updates issued by SEBI from time to

time.

. This circular is issued in exercise of

powers conferred under Section 11 (1)
of the Securities and Exchange Board
of India Act, 1992, to protect the
interests of investors in securities and
to promote the development of, and to

regulate the securities market.

The circular is issued with the approval
of competent authority.
This circular is available on SEBI

website at www.sebi.gov.in under the

category: ‘Legal — Circulars’'.

$T9d1AT Yours Faithfully,
#AAGT AT Mamata Roy

39 AgMau® Deputy General Manager

QY / Phone: 022-26449599
&Ae / Email: mamtar@sebi.gov.in
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