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To,
All Alternative Investment Funds (AIFs)

All Bankers to an Issue (BTI) and Self-
Certified Syndicate Banks (SCSBs)

All Clearing Corporations

All Collective Investment Schemes (CIS)

All Credit Rating Agencies (CRAs)
All Custodians

All Debenture Trustees (DTs)

All Depositories

All Designated Depository Participants
(DDPs)

All Depository Participants
Depositories

through

All Investment Advisors (IAs) / Research
Analysts (RAs)

All KYC Registration Agencies (KRAs)
All Merchant Bankers (MBs)

All Mutual Funds (MFs)/ Asset Management
Companies (AMCs)

All Portfolio Managers

All Registrar to an Issue and Share

Transfer Agents (RTAs)
All Stock Brokers through Exchanges
All Stock Exchanges

All Venture Capital Funds (VCFs)
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AgIG/ARIeT,
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Dear Sir/Madam,

v @it (aenfafedl) &1 gar aemer & Subject: Advisory on Emerging Advanced

fe e Au-AT wEawE wnd o
(S Mythos) & @&y & TsaEerd

& Wi (aenRfd) & gar s ad
SU-IT TS T (S Claude Mythos)
= oer g, Sadhr selaa Rfeafaa
(Egeies) URfdr & HHA AU-AT
SNTQAT Fr 3MAHIT der g Wr g | ot
& ¥ g 991 aof § 3R &3 I W)
HH A g, o I HARRA ¢ & gerehr
Felad Sf@&AT v 3mer off F1H sg
ST | EE amEr, Ig o qAfeT §
& 3rer & Mu=igar ff @ax & 317 ST,
UfCaahereT dr faeaaaiadar av off Hare
TsT g, 3R ar 3R 35 AdET @ da
off s o @ |

g o & RegRasr arhe & @
cgarar # e #rhe wifcf@dew &
TH-gI & TSR 7 e § 3R 3
TGy W fAIRET o e B, sahfew
7% S ¢ & gadr @i
(FeRATAE) H T FA, SARRI Th-
qEY ¥ WIS &del AR S T Ao 1@
| SAHRT HThold Hlad & fIT TH TS
gara fRar Se, arfes @ar var 7 @ &
fndr Te SeTg a1 Rl T W3R AT
HT a5 3T HE 1A & Gedl & R
ea{r STg AT gEl WS famRar AR
3T |

T5 6.2 (T 5 7)

.Due to the

Artificial Intelligence (Al) Tools
for Vulnerability Detection (like

Mythos)
A. The rapid evolution of emerging
technologies including Al-driven

vulnerability identification tools (E.g.
Claude Mythos) has introduced new
dimensions of risks for Regulated Entities.
Such tools may give rise to heightened risk
exposure by enabling identification and
potential

exploitation of existing

vulnerabilities using speed and scale. It

may also introduce concerns relating to
data confidentiality, application integrity
and reliability of outputs.

interconnectedness and
interdependency of market participants in
the Securities Market Ecosystem, a

periodic coordinated approach for

vulnerability management, information
sharing and monitoring/assessment is

required to prevent a cascading impact.
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®IY), ST s cyber-suraksha.ai §
AT TS project-cyber-
suraksha.ai@sebi.qov.in) ST -7 &,
fS &t Mils, QRTAs, w3ff QREs 3R &
Teafd THhglesd & UidAmGar &l
ifAe Far T § | 39 FcHd &
AT & 30 TR ¢

i SR ¥ IE Sger F TS are
Alsel @ WS FETT H A -
FIT ATEA & T & IR W Al
&1 gotg & Uar g FEa arel AGAT
¥ AT & fOv wegaa Afa
forenfya &= |

ii. 3R A @Ak $r 3mAEr H FS
SRRl e, dF 38 AE S,
TfAd! (Feeniaferdl) & T = &
fAT IIATT AT aTed SgaleT arehr
T AR AT FEAT;, T§ SATABRY
T FEn fF @Rl @ Ha Auer
ST

iii. THFGREST Ahe A AR FRaT H
SHAEAT N IR G&AT WA & forgrer
¥ g gH H, IS I g @
Rt Fr AT I3 gHAAT T dcprel
I &, WAt (Fenfaferd) anfe
I Tchiel T ST |

iv. Tg FHIET T o S arél YeaiiehereT
qiqw dassd (P # afAe a3
afed) & Tl S FIT A 7T
AT g |

Ts5 . 3 (T 55 7)
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T. 3WFd & FAToN, U dri-go (e C- In view of the above, a task force, namely
cyber-suraksha.ai,

(email id: project-

cyber-suraksha.ai@sebi.gov.in) has been

constituted comprising

representatives

from Mills, QRTAs, all QREs, and other
related stakeholders with the following

mandate to:

i.

iii.

iv.

Closely examine the cybersecurity risks
posed by Al based models and devise a
uniform mitigation strategy against the
risks posed by such models.

. Facilitate sharing of threat intelligence,

best

management, use cases and playbooks

practices on  vulnerability

to respond to the threat vector etc.

Report on a priority basis, cyber

incidents or malicious activities,
significant attack vectors, information
on vulnerabilities etc. that may be
relevant to strengthen the cyber security

posture of the securities markets.

Review the cyber security posture of the
third party application service providers
including empaneled vendors.
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der B Thet arer SfAAT Hr gHEET A
3R 38 @Aues & v 3o I are
HEAT & TN A TdT & & faT Mils
3R QRTAs & T FH-g (TEH )
cyber-suraksha.ai #T T do Fell$ 1S
A | FEA-CA (TR BI) A 3T do&
# gu fuR-faad & 3R W),
TSAgol Heds®-& (Annexure-A) &
® H Heleed 7 |

. 0 USASe & WIU-GY A & e B

aRE (Fher) [[Sere arger et AR
A5 gHell ¥ fA9es & &Har & o
& gay F I Far = aRuy enfAe
g] AR A @RI 9 F FHT-HEAT W
fPT S arel 39S W I 3@ Ak
fohar ST |

. I8 URYA (FHeR) AR wiasgfa 3R
T a5 yfRafFAgs, 1992 (@ veae,
1992) & orT 11(1) [sF RegREw
Athe A fFaw e arer A & fBar
& @ wA AR RERES Arhe &
e &t soar &7 3R 30 R_feafAa
(o) A ¥ FAT 8] F ded wae
A AfFTE FT T T §U AR
har ST W@ § |

T 6. 4 (T 5 7)

°. Mythos S T3S colewid $r gorg & D-A meeting of the task force cyber-

suraksha.ai was convened (with Mlls and
QRTASs) to review the risks posed by Al
platforms like Mythos and discuss the
mitigation measures. Based on the
consultation with the said task force, an

advisory is enclosed at Annexure-A.

This advisory should be read in
conjunction with the applicable SEBI
circulars (including but not limited to
Cybersecurity and Cyber Resilience
framework) and any subsequent updates

issued by SEBI from time to time.

. This circular is issued in exercise of

powers conferred under Section 11 (1) of
the Securities and Exchange Board of
India Act, 1992, to protect the interests of
investors in securities and to promote the
development of, and to regulate the
securities market.

$TGANAT Yours Faithfully,

AAAT T Mamata Roy

39 HgIVEYUH

Deputy General Manager
QI3 / Phone: 022-26449599

AW / Email: mamtar@sebi.gov.in
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Annexure-A

1. Update all operating systems and applications with the latest patches on
immediate basis to mitigate any identified/known vulnerabilities. As an interim
measure for the vulnerabilities where patches are not available, virtual patching
can be considered for protecting systems and networks.

2. Conduct Vulnerability Assessment (Using conventional and suitable Al based
Vulnerability Assessment Tools where possible) and undertake security audits
on a regular/continuous basis in accordance with Cyber Security and Cyber
Resilience Framework of SEBI.

3. Engage with the respective RE’s third party vendors to release timely patches
and deploy them appropriately. Exchanges and Depositaries shall direct their
empaneled application vendors (providing COTS solution to respective
members) to undertake comprehensive assessment of the risks arising from the
use of Al-led vulnerability detection models. Based on the assessment, vendors
shall implement appropriate safeguards including updating patch, VAPT,
continuous monitoring, hardening measures etc.

4. Change Management: Any change in the systems (including minor changes)

should encompass full documentation, thorough impact analysis, structured
review, rigorous testing and secure deployment to ensure operational resilience
and system stability.

5. API Security:

a) Inventory of all APIs and the applications using the APIs should be updated
regularly.

b) Ensure strong authentication and authorization mechanisms to enable
secure verification of end-user client identity as well as limit the information
access/ transfer to users/ systems based on least privilege.

c) API rate limiting and throttling to prevent and detect abuse.

d) Connections through APlIs to be strictly on a whitelist-based approach.
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SOC Monitoring:

a) Regular day-to-day monitoring of the systems and networks must be carried
out vigorously. SOC alerts should be adequately examined including the
low-priority alerts.

b) Implement enhanced security orchestration and Automated Response
(SOAR) playbooks integrated with Security Incident and Event
Management (SIEM) solutions, after thorough testing wherever feasible.

¢) The Market SOC (M-SOC), established by NSE and BSE, which serves as
a centralized security platform, provides 24x7 real-time monitoring and
threat detection across digital infrastructure. In the view of enhanced risks
posed by Al-driven attacks, all eligible REs (not on boarded with any M-
SOC) shall expedite the onboarding.

d) Mlls are required to conduct awareness and handholding programs,
including periodic workshops to ensure a smooth onboarding process and
integration with M-SOC.

Risk Assessment: The Cyber Security and Cyber Resilience Framework
(CSCRF) of SEBI has mandated periodic Risk Assessment of the REs including
their Third Party Service Providers to enhance visibility and conduct a

reasonably accurate assessment of the overall cybersecurity risk posture. Risk
assessment shall include comprehensive scenario-based testing for assessing
risks (including both internal and external risks) related to cybersecurity in RES’
IT environment. The capability of Al based models may also be considered as

one of the risk scenarios.

Implement system hardening by adopting secure configurations, disabling
unnecessary services and default accounts, and enforcing solutions like least
privilege, Zero Trust Network (ZTNA) to minimize the attack surface.

Periodically update Asset Inventory and Software Bill of Materials for all critical
applications including open source stack.
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10.  Mlis and other Regulated Entities shall seek guidance from their respective IT
committees for mitigating risks emanating from Al-led vulnerability detection
models. Further, all REs need to prepare a long-term plan for usage of Al in
detection and autonomous/agentic mitigation. Also, undertake other measures
including recalibration of risks for Al accelerated threats, Al augmented SOC

transformation, and continuous vulnerability management using Al tools.
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